Data privacy policy and terms of use iTReX Shiny app, English version (2021-10-20)

Disclaimer and general user conditions

The iTReX Shiny app is a tool for scientific analysis, visualization and interpretation of ex vivo drug or
therapy response profiles as well as associated genomic data. There is no clinical validation, the use of the
data and results generated by the iTReX app is for scientific purposes only. Use for diagnostic or
therapeutic purposes and / orimplementation of the results in clinical studies is solely the responsibility of
the user (hereinafter defined as "user" in a gender-neutral manner) and the doctor treated.

The following applies to the processing of all data within the iTReX Shiny app:

e The uploading of raw data is carried out exclusively by the user himself, who is solely responsible
for the technical quality (implementation of laboratory methods (cultivation and experimental
screen execution), collection of genomic data) and correctness of the uploaded data.

e The data uploaded by the user is only stored temporarily for the duration of the processing; there
is no permanent data storage.

e Theresults generated within the iTReX Shiny app can either be viewed by the user within the Shiny
app or downloaded as HTML and / or Excel files.

e Nodataand no results are stored or passed on over the long term. These are only available for the
user to download. If the current session of the Shiny app is ended (closing the browser window,
inactivity, timeout, ...), all files uploaded and generated from this session are deleted. The deletion
is logged. The deletion log is kept for a period of 10 years.

e Each user only has access and insight into the data uploaded and processed by him in the
respective session.

e  Access to data from other users [ other session IDs is not permitted.

e TheiTReXShiny app is a purely scientific tool which is used solely for the processing, analysis and
visualization of raw or preprocessed data for scientific purposes. The app has not been clinically
validated and might be subject to changes.

e The further use of the results generated by the iTReX Shiny app, be it for the purpose of basic
research, information for treating physicians, diagnostics, therapy recommendations or use of the
results for the purpose of study design, is solely in the responsibility of the user and / or the treating
physician .
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Imprint

Name and address

The person responsible within the meaning of the General Data Protection Regulation and other national
data protection laws of the member states as well as other data protection regulations is:

German Cancer Research Center - Public Law Foundation
Im Neuenheimer Feld 280

69120 Heidelberg

Germany

Tel.: +49 (0)6221 420

E-mail: kontakt@dkfz.de

Website: www.dkfz.de

Name and address of the data protection officer

Data protection officer

German Cancer Research Center - Public Law Foundation
Im Neuenheimer Feld 280

69120 Heidelberg

Germany

Tel. +49 (0)6221 420

E-mail: datenschutz@dkfz.de

Legal form

The German Cancer Research Center is a foundation under public law of the state of Baden- Wirttemberg.
The statutes of May 2018 are valid.

Sales tax identification number: DE 143293537

Authorized representatives

Prof. Dr. Michael Baumann (CEO and Scientific Director)
Ursula Weyrich (Commercial Director)
(Addresses as above)

Content responsibility

Address as above

Notes on copyright

All contents of the iTReX Shiny app are protected by copyright.
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Liability notice

Despite careful control of the content, we assume no liability for the content or for the processed
inheritance. The use of the results generated by the iTReX Shiny app, be it for the purposes of basic
research, information for treating physicians, diagnostics, therapy recommendations or use of the results
for the purpose of study design or other purposes, is solely the responsibility of the user and / or the person
being treated Doctor.

Scope

These terms of use apply to your use of iTReX with all content, functions, services and the rules listed here.
We reserve the right to Offer iTReX additional services or update iTReX regularly. This Terms of use are
aimed at both consumers and businesses. Both are summarized here under "User". Consumers are natural
persons who conclude a legal transaction for a purpose that cannot be attributed to either their
commercial or their independent professional activity. Entrepreneurs are natural or legal persons or
partnerships with legal capacity who, when concluding a legal transaction, act in their commercial or
independent professional activity.
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Data protection

Name and address

The person responsible within the meaning of the General Data Protection Regulation and other national
data protection laws of the member states as well as other data protection regulations is:

German Cancer Research Center - Public Law Foundation
Im Neuenheimer Feld 280

69120 Heidelberg

Germany

Tel.: +49 (0)6221 420

E-mail: kontakt@dkfz.de

Website: www.dkfz.de

Name and address of the data protection officer

Data protection officer

German Cancer Research Center - Public Law Foundation
Im Neuenheimer Feld 280

69120 Heidelberg

Germany

Tel. +49 (0)6221 420

E-mail: datenschutz@dkfz.de

General information on data processing

Scope of the processing of personal data

No user information is required. When opening the iTReX Shiny app, a session ID is generated, under which
the uploading of the scientific data, the processing and the downloading of the generated results take
place. There is no data bundling. The uploaded data is only stored temporarily for the duration of the
processing and is deleted after the session has ended (see data deletion below). There is no long-term
storage. No customer data or personal data are entered or saved.

Scientific data
For the processing of data originating from the source material “primary tumor material of patients in
the INFORM registry study” is applicable:

For the use of primary tumor material from patients who are enrolled in the INFORM registry study in
Heidelberg, informed consent has been obtained from the patient for the implementation of drug /
therapy response profiling and for the processing / analysis and use of the data generated or his / her
authorized persons (e.g. parents) and has been approved by a positive vote from the ethics committee of
the Medical Faculty Heidelberg.

For data derived from human material, which is not covered by the INFORM register study (internal DKFZ
as well as for external users of the iTReX Shiny app):

Data that is uploaded to the iTReX Shiny app by the user must be completely anonymized or
pseudonymized. Uploaded data are only temporarly stored for the purpose of processing and generation
of results within the Shiny application. A personal reference or tracing to any personal data based on the
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uploaded documents is not permitted. The user agrees to only upload anonymized or completely
pseudonymized data to iTrEX. No conclusions can be drawn about the origin of the data.

If the user uses data from human source material, the user is responsible for obtaining patient or donor
informed consent. This must allow the use of the primary material for the purpose of drug / therapy testing
and further analysis / processing of the data for scientific research purposes.

An exception applies in those cases in which prior consent cannot be obtained for practical reasons and
the processing of the data is permitted by legal regulations. The user of the Shiny app is solely responsible
for this. The user agrees to these conditions by confirming the pop-up window when opening the Shiny
app.

The iTReX Shiny app is a tool exclusively for scientific analysis, visualization and interpretation of the
processed data. The Shiny App has not yet been clinically validated, the use of the data and results
generated by the iTReX app is for scientific purposes only. Use for diagnostic or therapeutic purposes and
| orimplementation of the results in clinical studies is solely in the responsibility of the user and the doctor
in charge.

When opening the Shiny app and before uploading the files, the user is informed of the corresponding
terms of use via a pop-up window, as well as this data protection declaration.

The pop-up window explicitly states that in the case of data generated from human source material
(patient material), it may only be uploaded and processed anonymously or pseudonymously and the
patient’s informed consent that allows the primary material to be used for research purposes and further
analysis [ processing of the data for research purposes.

The user accepts these terms and conditions as well as the data protection declaration by agreeing to the
terms and conditions by clicking on the corresponding window within the pop-up window. Only then can
the raw data be uploaded and processed further.

Legal basis for the processing of personal data

As far as data is processed that comes from human source material, the user is responsible for obtaining
the patient / donor's declaration of consent (see above). Article 6 (1) (a) of the EU General Data Protection
Regulation (GDPR) serves as the legal basis for the processing of personal data.

When opening the app, the user agrees to only process anonymized or pseudonymized data.

Data deletion and storage duration

No data and no results are stored or passed on over the long term. The data uploaded by the user in iTReX
will be deleted as soon as the purpose of storage no longer applies, at the end of the session. The data is
deleted immediately after the end of the session. Storage is only temporary for the time of processing.
The user can view the results within the Shiny app and can download the results as HTML or Excel files. If
the current session of the Shiny app is ended (closing the browser window, inactivity, timeout, ...), all files
uploaded and generated from this session will be deleted. The deletion of the data is recorded using the
deletion protocol. The deletion log is kept for a period of 10 years. The deletion log contains information
on the file names, the technical implementation of the deletion, description of the data carrier and the
date of deletion. The user has the right to request a copy of the deletion log.

Provision of the website and creation of log files

Description and scope of data processing
Every time the iTReX website is called up, our system automatically collects data and information from the
computer system of the calling computer. The following data is transmitted:
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(1) Information about the browser type and the version used
(2) Date and time of access
(3) The user's internet service provider

Technically necessary session cookies (see below) are created.

The files uploaded by the user for processing are processed as described above.

Legal basis for data processing
The legal basis for the temporary storage of the data and the log files is Article 6(2)(f) GDPR.

Purpose of data processing
The temporary storage of the IP address by the system is necessary to enable the website to be delivered
to the user's computer. To do this, the user's IP address must be saved for the duration of the session.

The storage in log files takes place in order to ensure the functionality of the website. In addition, we use
the data to ensure the security of our information technology systems. An evaluation of the data for
marketing purposes does not take place in this context.

Our legitimate interest in data processing according to Art. 6 Para. 1 lit.f GDPR also lies in these purposes.

Duration of storage

The data will be deleted as soon as they are no longer required to achieve the purpose for which they were
collected. In the case of the collection of data for the provision of the website, this is the case when the
respective session has ended.

Opposition and removal option
The collection of the data for the provision of the website and the storage of the datain log files is essential
for the operation of the website. There is consequently no possibility of objection on the part of the user.
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Use of cookies

Description and scope of data processing

Our website uses a cookie-like memory (HTML5 web storage; hereinafter also referred to as "cookie"). This
is information that is stored in the internet browser or by the internet browser on the user's computer
system. We use cookies to make our website more user-friendly. For this purpose, we save the consent to
these terms of use in the short-term Session Storage.

Legal basis for data processing
The legal basis for the processing of personal data using cookies is Article 6(1)(f) GDPR.

Purpose of data processing
The purpose of using technically necessary cookies is to simplify the use of websites for users.

Duration of storage, possibility of objection and removal

Cookies are stored on the user's computer and transmitted to our site from there. As a user, you therefore
have full control over the use of cookies. You can deactivate or restrict the transmission of cookies by
changing the settings in your internet browser. Cookies that have already been saved can be deleted at
any time. This can also be done automatically. If cookies are deactivated for our website, it is possible that
not all functions of the website can be used to their full extent.

Personal settings and created profile

No personal profile is created on our website. The iTReX Shiny app can be used without a user account
using a session ID.

E-mail contact

Description and scope of data processing

You can contact us using the email address provided. In this case, the user's personal data transmitted with
the email will be saved within the email contact conversation. In this context, the data will not be passed
on to third parties. The data will only be used to process the conversation.

Purpose of data processing
If you contact us by e-mail, there is the necessary legitimate interest in processing the data.

Duration of storage

The data will be deleted as soon as they are no longer required to achieve the purpose for which they were
collected. For the personal data sent by email, this is the case when the respective conversation with the
user has ended. The conversation is ended when it can be inferred from the circumstances that the matter
in question has been finally clarified.

Opposition and removal option

If the user contacts us by email, he can object to the storage of his personal data at any time. In such a
case, the conversation cannot be continued. In this case, the data transmitted via email will be deleted
immediately.
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You can revoke your consent at any time by sending an email to datenschutz@dkfz.de. In this case, all
personal data stored in the course of contacting us will be deleted.

Passing on personal data to third parties

No personal data will be passed on to third parties.
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